
GDPR: What and When

The European Union finalized 
the details of the General Data 
Protection Regulation (GDPR) in
2016, setting strict rules governing 
the use and storage of its citizens’ 
personally identifiable information. 
These rules apply to anyone that 
processes data of EU citizens, 
and they’re designed to enhance 
transparency into the use of 
information and increase an 
individual’s control over their data. 
The GDPR requires companies to 
document how, when, and why 
data is being used, how it’s being 
protected, and how it may be 
accessed or expunged, depending 
on circumstances.

The GDPR came into effect on 
May 25, 2018.  With GDPR, data 
protection authorities have been 
given broader authority to enforce 
GDPR requirements, and to levy 
fines for non-compliance with 

GDPR. According to the Journal of 
Intellectual Property, Information 
Technology and E-Commerce Law, 

“The GDPR has the potential 
to become a game changer 
when it comes to sanctions and 
administrative fines in particular.”

In fact, companies found in violation 
of the GDPR can be hit with fines 
up to 20 million Euro or 4 percent 
of their global revenue — whichever 
is higher.

Crispen Maung, Chief Compliance 
Officer at cloud content 
management provider Box, says 
that the financial impact of the fines 
is only one way non-compliance 
can hurt a company. Any time 
an organization is found to be in 
violation of the GDPR, he explains, 
the adverse publicity and “public 
noise” in the EU – and potentially 
around the world, for multinational 
organizations — will affect reputation 
and future revenue prospects.

PREPARING FOR GDPR: 
WHAT TO ASK 
YOUR VENDORS
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Data Controllers and Processors

The GDPR includes certain articles 
that are highly relevant for companies 
that work with cloud providers.

Article 4 of the GDPR explains that 
a data “controller” is any person or 
entity that determines how an EU 
citizen’s personal data is processed. 
In other words, the businesses that 
with EU customers and clients. 
Controllers often work with a 
“processor” – those entities that 
collect, store, use, and otherwise 
process personal data on behalf of 
a data controller. Data processors 
are often IT vendors and cloud 
service providers.

Article 28 of the GDPR requires 
controllers to ensure that processors 
provide “sufficient guarantees to 
implement appropriate technical and 
organizational measures in such a 
manner that processing will meet 
the requirements of this Regulation.” 
How can the processor provide 
commitments that these guarantees 
are in place? With a binding contract 
that stipulates what data is being 
processed, for how long, and for 
what purpose.
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GDPR: Transitive Responsibility

The regulation is very clear 
that controllers are ultimately 
responsible for compliance, which 
means they not only have to 
ensure their own adherence to the 
GDPR, but they have to ensure 
their vendors and partners are also 
compliant. When data controllers 
outsource data processing to 
service providers, there can be a 
lack of visibility and clarity around 
how data is being managed.
“The regulators are forcing dialog 
to occur between consumers of IT 
services and their vendors,” Maung 
explains. “At the end of the day, the 
data controller is always going to be 
responsible for data protection.
However, we [as cloud service 
providers] have an obligation to say, 
‘These are our controls; this is how 
we manage data. We don’t know 
what data you’re going to store 
with us, but this is how it flows 
through the organization, and this 
is how  it’s secured, and this is how 
we use the data.”

The regulation specifies that data 
controllers should not only deliver 
value, but also take precautions 
with security, and put in place 
organizational and technical 
measures to ensure that data is 

adequately protected. In order 
to ensure that there’s no lapse 
in compliance, the time to ask 
these questions and demand this 
transparency is now.

3 Critical Questions for Your 
Cloud Vendors

Question 1: What measures do 
you have in place for secure data 
transfer across borders? 

Transferring personal data to 
another country, according to the 
GDPR, can only be carried out if 
the destination country provides an 
adequate level of data protection, 
as determined by the EU. If the 
EU doesn’t have an adequacy 
decision regarding the adequacy of 
a country’s data protection practices 
(the United States is one such 
example), the transfer of data is 
only allowed in certain cases where 
appropriate safeguards have been 
provided for.  For example, when:

•  All the parties are subject to pre- 
approved EU model contractual 
clauses

•  All parties comply with the 
Privacy Shield framework, or

•  All parties are subject to binding 
corporate rules (BCRs).
For a number of reasons, which 

we’ll discuss, BCRs are considered 
the ‘gold standard’ for cross-border 
data transfers.
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Binding Corporate Rules

The GDPR includes certain articles 
that are highly relevant for companies 
that work with cloud providers.

Article 47 of the GDPR defines 
BCRs as measures agreed upon 
by controllers, processors, and 
regulatory authorities. These must
apply to every member of the group 
of undertakings or enterprises, 
specify how data is used, ensure that 
privacy is built into the data lifecycle, 
and confer enforceable rights on the 
data subjects.
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Model clauses are a basic way to 
create a legal mechanism allowing 
data transfers. They are a set of 
standard contractual clauses that 
the EU had accepted as sufficient 
safeguards for data governance. 
However, Maung explains, EU 
regulators are starting to question 
their efficacy, as many contracts 
are surfacing with addenda that 
interpret or modify the clauses.
Another problem with the standard 
clauses is that they don’t meet some 
of the GDPR’s stricter requirements 
around defining the duration of
data processing, confidentiality 
agreements on the processor side, 



and how processors and controllers 
must cooperate in case of a breach 
or audit. In essence, they do part of 
the job, but not all of it.

The Privacy Shield framework governs 
business and data transactions 
between the US and EU; it was 
created in 2016 to replace the 
Safe Harbor agreement, which the 
European Commission dismissed as 
inadequate in 2015.

Privacy Shield does provide a 
stronger level of enforceable, third- 
party auditable requirements around 
data protection, as compared 
to Safe Harbor, but it’s also not 
a guaranteed ticket to GDPR 
compliance. Based on frequent
conversations with regulators, 
industry experts and customers, 
Maung says the general perception 
is that Privacy Shield is still a 
relatively loose framework.  The 
Privacy Shield can be independently 
validated, but does not involve 
auditor oversight.  Therefore, it has 
less legal rigor and granularity to 
assure regulators.

Ultimately, Maung explains, model 
clauses and Privacy Shield are both 
falling under increasing scrutiny vis- 
a-vis the GDPR.
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Binding corporate rules, on the other 
hand, are the end result of data 
protection policies that are vetted 
by data protection authorities in 
the EU. Each policy around data 
usage, transfer, and storage must 
be defined and incorporated into 
a BCR package. The package must 
be approved by at least three data 
protection authorities within the 
EU and submitted to each country 
for comment and review. If it’s 
approved without comment, Maung 
says, it can be relied upon as a 
strong legal mechanism for cross- 
border data transfer.

Any company that has binding 
corporate rules is able to legally 
transfer personal data across 
borders under the GDPR.

Question 2: What certifications 
and standards have you earned, by 
which to demonstrate compliance 
with the GDPR?

Although there is no certification 
standard for GDPR compliance yet, 
Maung says, there are two available 
certifications that were developed 
with GDPR in mind and are used as 
a proxy for GDPR-readiness. Both 
were developed in Germany, where 
privacy protection regulations 

Page 3

are informally considered as 
being stricter compared to other 
countries, and they govern the 
ways cloud service providers must 
manage German data.

The Cloud Computing Compliance 
Controls Catalog (C5) and Trusted 
Cloud Data Protection Profile 
(TCDP) were finalized and adopted 
by the German government in 
late 2016. Forward-thinking cloud 
service providers are moving quickly 
to earn certification, because if their 
protection measures are
good enough for Germany, they’re 
probably good enough for anyone. 
“The architects for both [the C5 
and the TCDP] looked at the 
requirements for GDPR when 
building the standards,” Maung 
explained. It would thus benefit 
cloud customers to find out 
whether their providers are aligned 
with these demanding standards, as 
they are widely respected around 
the world.

Question 3: What tools do you 
have in place to help me meet 
other GDPR obligations?

Controllers are subject to a raft of 
GDPR requirements around data 
privacy, including:
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•  The right to be forgotten – under 
certain circumstances, personal data 
must be erased if a data subject 
requests it.

•  Transparency – data usage and 
location must be documented.

•  Retrieval – upon request, a user’s 
data must be located and remitted.

•  Access to policies – controllers 
must be able to produce proof of 
the policies and measures with 
which their IT services conform.

Companies concerned about 
GDPR compliance should ask 
their providers about all of these 
capabilities. The provider may not 
be able to deliver on all of them, 
Maung says, but in many cases, 
vendors can help controllers meet
some of their GDPR responsibilities. 
The conversation must take place 
regardless, so controllers can 
determine how to establish their 
own mechanisms for compliance 
where there is a gap.

Box as your GDPR-Ready  
Data Platform

Box is a recognized leader 
in international data privacy 
compliance and Box has a  
number of offerings and 
additional features you should 

consider when thinking about 
how you manage personal data.

Box was the first cloud data 
management provider to achieve  
C5 and TCDP certifications.

It is also one of the very few to 
complete the extraordinarily
rigorous process of having its BCR 
packages certified for its role as 
a data controller and as a data 
processor. Box’s BCR packages 
have been approved by data 
protection authorities in Poland, 
Spain, and the UK.

Box also provides a pre-signed 
Data Processing Addendum, free of 
charge, for all business customers. 
This document serves as an 
easy mechanism for auditors to 
ascertain that Box processes data in 
accordance with GDPR.
For companies that want control 
over where their data resides,

Box Zones allows customers to 
store encrypted-at-rest content in 
data-centers around the globe. With 
partner cloud resources throughout 

Europe, Asia, Canada, and Australia, 
Box empowers its customers to 
meet regional regulations around 
privacy and storage.

Box has customers covered in 
terms of auditable encryption 
keys, as well. Box KeySafe delivers 
an unchangeable, detailed log 
of key usage to ensure that 
only authorized personnel and 
applications are accessing sensitive 
data. These logs help customers 
meet the transparency requirements 
laid out in the GDPR.

For subject access requests, Box 
provides an easy-to-use content 
manager, so companies can easily 
search their data stores and 
download the relevant information. 
When a user invokes the right to be 
forgotten, Box includes adjustable 
permissions for permanent deletion 
of trashed files.

Finally, with its vast experience 
managing data for customers 
around the world, Box offers expert 
consultation services and best- 
practices guidance for companies 
concerned about GDPR.

To learn more about how Box 
helps companies prepare for 
GDPR compliance, visit  
www.box.com/GDPR.

"Any company that has binding 
corporate rules is able to legally 
transfer data across borders 
under the GDPR."
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